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Abstract: 

A Mobile Ad Hoc Networks (MANETs) is a collection of mobile nodes that can 

communicate with each other using  wireless links without utilizing any fixed based 

station infrastructure centralized management..Security a major challenge for these 

networks. Nodes cooperate by forwarding packets on behalf of each other when 

destinations are out of their direct wireless transmission range.  However, there may 

be misbehaving nodes that can rather easily disrupt the network operation and 

damage the communication within the network area. This problem of node 

misbehavior can be detected and controlled by different techniques such as Multiple 

Route Set (MRS) discussed in this paper which is more efficient than other general  

techniques .  
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1.Introduction 

It is very important that the security mechanisms of a system are designed so as to 

prevent unauthorized access to system resources and data. However, completely 

preventing breaches of security appear, at present, unrealistic. We can, however, try to 

detect these intrusion attempts so that action may be taken to repair the damage later. 

This field of research is called Intrusion Detection. In computer networking, an ad hoc 

network refers to a network connection established for a single session and does not 

require a router or a wireless base station. A mobile ad-hoc network (MANET) is an 

autonomous system of mobile nodes, a kind of a wireless network where the mobile 

nodes dynamically form a network to exchange information without utilizing any pre-

existing fixed network infrastructure. For a MANET to be constructed, all needed is a 

node willing to send data to a node willing to accept data. Each mobile node of an ad-hoc 

network operates as a host as well as a router, forwarding packets for other mobile nodes 

in the network that may not be within the transmission range of the source mobile node. 

Each node participates in an ad-hoc routing protocol that allows it to discover multi-hop 

paths through the network to any other node In general, uncooperative nodes in 

MANETs may be of two types: malicious nodes and selfish nodes. The nodes belonging 

to the first category are either faulty and therefore cannot follow a protocol, or are 

intentionally malicious and try to attack the system. A selfish node, on the other hand, is 

an economically rational node whose objective is to maximize its own welfare, which is 

defined as the benefit of its actions minus the cost of its actions. Since forwarding a 

message will incur a cost, a selfish node will need incentive for doing it.. 

 

2.Related Work 

In this section, discuss some related work for nodes cooperation in MANETS which is 

currently a very active and demanding research area. The solutions to the problem falls 

into two categories: Based on Prevention methods and based on detection and removal 

methods. In [1] Shio Kumar Singh, M.P. Singh, and D.K. Singh .they perform a survey 

of Energy- Efficient Hierarchical Cluster-based Routing in Wireless Sensor Networks .In 

this they describe how  routing  is done using less energy. In  [2]. K. Liu, J. Deng, P.K. 

Varshney, and K. Balakrishna gives Acknowledgment  Based on Approach for the 

Detection of Routing Misbehavior in MANETs. In [4] D. Carman, B. Matt, D. Balenson, 

and P. Kruus, defines A communications security architecture and cryptographic 

mechanisms for distributed sensor  networks.in this how communication can  occur with 
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proper security in distributed  network is explain. In [6] Baolin Sun, Xiaocheng Lu, Chao 

Gui, Ying Song and Hua Chen Network Coding-Based On-Demand Multipath Routing 

in MANET. They demonstrated in NCMR routing protocol with AODVM routing 

protocol, in terms of the packet delivery ratio, packet overhead, and average end-to-end 

delay when a packet is transmitted. In [10] Mahesh K. Marina and Samir R. Das Ad hoc 

on-demand multipath distance vector routing present performance evaluation of propose 

multipath extensions to a well-studied single path routing protocol known as ad hoc on-

demand distance vector (AODV). The resulting protocol is referred to as ad hoc on-

demand multipath distance vector (AOMDV). The protocol guarantees loop freedom and 

disjointness of alternate paths. Performance comparison of AOMDV with AODV using 

ns-2 simulations shows that AOMDV is able to effectively cope with mobility-induced 

route failures. 

 

3.Implementation 

 

3.1.Creation of  Nodes 

In the NS2 tool creation of wireless network is major thing.In the creation of  Nodes, 

first we select the how many number of node are participate and select the position of the 

nodes in  the tool.  .  

 

3.2.Packet Forwarding 

Forwarding  packets form source node is done in this level.We declare the some no. of 

packets at source node then distribute these packets to the input nodes. 

 

3.3.Calculate Packets 

Here, we calculate the total no. of packets at the source node and total no. of packets 

received at fuzzy node. first we calculate how many no. of packets distribute to each 

input from the source node. Then, calculate the total no. of packets received to the fuzzy 

node from the input nodes. Compare the packets sent from the source node to input 

nodes and received to the destination node then select the node which dropped more no. 

of packets and remove the node and that path from the network. 
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4.Node Misbehaviors 

Identification of misbehaving nodes in ad hoc networks is critically important to detect 

security attack in the network. Two types of misbehaving  nodes such as selfish and 

malicious nodes are taken into consideration in [6]. Selfish nodes do not intend to 

directly damage other nodes, but however, do not cooperate, saving battery life for their 

own communications. But malicious nodes do not give priority to saving battery life, and 

aim at damaging other nodes. It is introduced that two different types of selfish nodes. 

The nodes in MANETs are battery powered, energy becomes a precious resource, and 

thus, role of selfish nodes draws more attention.  

 

 
                  Figure 1: showing misbehavior node signal 

 

5.The Selfish And Malicious Nodes 

Malicious nodes, also called attackers, They are capable of discarding or altering control 

and data packets, preventing route discovery between two nodes, make data packets 

unable to arrive at their destinations consume energy and available bandwidth of the 

network . Selfish nodes establish their own communication. Selfish nodes can drop data 

packets or refuse to forward routing control packets for other nodes. Current ad hoc 

routing protocols are basically exposed to two different types of attacks: active attacks 

and passive attacks. An attack is considered to be active when the misbehaving node has 

to bear some energy costs in order to perform the threat, whereas passive attacks are 

mainly due to lack of cooperation, with the purpose of saving energy selfishly.  

Nodes that perform active attacks with the aim of damaging other nodes by causing 

network outages are considered to be malicious whereas nodes that perform passive 

attacks with the aim of saving battery life for their own communications are considered 

to be selfish. Malicious nodes can disrupt the correct functioning of a routing protocol by 

modifying routing information, by fabricating false routing information, and by 

impersonating other nodes. On the other side, selfish nodes can severely degrade 
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network performance and eventually partition the network by simply not participating to 

the network operation. 

 

6.Conclusion 

The self-regulating nature of MANETs requires that they be able to monitor the behavior 

of the network. Limited resources mean that there is an incentive for nodes to misbehave 

by not correctly forwarding packets (selfish nodes); nodes may also misbehave for other 

reasons. 

In this paper we have presented an algorithm that is capable of detecting misbehavior. 

The algorithm does not require high density networks in which many nodes can overhear 

each others’ received and transmitted packets, but instead uses statistics accumulated by 

each node as it transmits to and receives data from its neighbors. 

In this paper a general Randomized multi-path routing algorithm for detecting comprised 

nodes and denial of service attacks in the packet information and an explanation 

mechanism to explain the computer network attacks results was described. The specific 

approaches of the black hole systems are characterized, we developed pure random 

propagation method is based on one-hope neighbor information shares. By appropriately 

setting the secret sharing and propagation parameters, the packet interception probability 

can be easily reduced by the proposed algorithms to as low as 10-3, which is at least one 

order of magnitude smaller than approaches that use deterministic node-disjoint multi-

path routing. At the same time, we have also verified that this improved security 

performance comes at a reasonable cost of energy. Our current work does not address 

this attack. Its resolution requires us to extend, our mechanisms to handle multiple 

collaborating black holes, which will be studied in our future work. 
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