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1. Introduction 
Dempster-Shafer’s (DS) theory of evidence [8] is a framework for reasoning under uncertainty that allows the  information in a 
more flexible way with respect to Bayesian theory. Reasoning in the Bayesian framework often urges to apply insufficient 
reasoning 
to assign a-priori probabilities, thus introducing extraneous assumptions. Dempster-Shafer’s theory  instead, abandons the 
classical probability frame and allows to reason without a-priori probabilities through a new formalism. Fuzzy sets theory was as 
an extension of the classic set theory [9], [10]. From this initial concept a multi-value fuzzy logic has been derived as 
an extension of Boolean logic. Fuzzy logic aims to imitate the highly adaptive behavior of human reasoning to incomplete, 
unreliable or partially true information.  
  
2. Tools Formalization 
One of simple and effective ideas for detection of JPEG block artifacts have been  assumes that if there is no compression the 
pixel differences across blocks should be similar to those within blocks. If the image is JPEG-compressed, the differences 
acrossblocks should be different due to block artifacts assume the block grid is known. We then calculate the differences within a 
block and spanning across a block boundary.[1] 
The different types of manipulations will lead to inconsistent blocking artifacts in the tampered region, which can therefore be 
used as evidence of tampering. The introduction of the blocking artifact characteristics matrix (BACM) which exhibits a 
symmetrical shape for the original JPEG images and that this symmetrical property will be altered by cropping and recompression 
operations. We have presented a method that exploits this property of the BACM for effectively detecting cropping and 
recompression operations in JPEG images.It is assumed as tool A. 
The  trained SVM is applied  to decide  whether the image is tampered .If it is tampered, then the  tampered region is also output. 
Our method has several advantages. First ,it is capable of locating the  tampered region automatically without  the user  to 
prescribe the suspicious region .[2] 
To explain the DQ effect that results from double JPEG compression, we shall give a brief introduction of JPEG compression. The 
compression of JPEG images involves three basic steps : 

 DCT: An image is first divided into DCT blocks. Each block is subtracted by 128 and transformed to the YUV colour 
space. Finally DCT is applied to each channel of the block. 

 Quantization: the DCT coefficients are classified based on quantization step and rounded to the nearest integer. 
 Entropy coding: lossless entropy coding of quantized DCT coefficients (e.g., Huffman coding) 
 This is assumed  as a tool B[2] 

The  image, it is likely that the manipulated region will be altered after it has been inserted. Any such post-processing may disrupt 
the detection of JPEG ghosts. To test the sensitivity to 
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such post-processing, the tampered region was either blurred or sharpened, equalized after being inserted into the image[3] .The 
technique for detecting tampering in low quality JPEG images. This approach explicitly detects if part of an image was 
compressed at a lower quality than the saved JPEG quality of the entire image. Such a region is detected by simply re-saving the 
image at a multitude of JPEG qualities and detecting spatially localized local minima in the difference between the image and its 
JPEG compressed counterpart. Under many situations, these minima, termed JPEG ghosts, are highly salient and easily detected. 
The technique is  to detect the presence of non aligned double JPEG (NA-JPEG) compression.  NA-JPEG compression is detected 
by training a classifier on a set of features, our approach relies on a single yet powerful feature derived from the statistics of DCT 
coefficients, allowing us to apply a simple threshold detector.It  is able to estimate both the grid shift and the quantization step of 
the DCT coefficient of the primary compression. Such information can be used to perform a more detailed analysis of a possibly 
forged image.[4].It is assumed as tool C. 
The embedding technique would perform well when tested only on that method and might fail on all others. Steganalysis methods 
perform less accurately overall but provide acceptable performance in many cases. The goal is to secure communications from an 
eavesdropper  to hide the very presence of the message itself from an observer[5].It is assumed as a tool D. 
The first application is the new steganalyzer could be created by fusing a number of steganalysis techniques while at the same 
time improving the detection accuracy. The increasing number of features, the classifier becomes more susceptible to curse of 
dimensionality problem.  
The steganalyst will have to select one or more techniques which  will employ on a set of suspected stegoimages. Only one 
steganalysis technique is employed but with the help of fusion one could improve and expand the results, by including more 
steganalyzers. This form of information would be valuable in any forensic analysis of the stego images that intends to recover the 
hidden message[5]. 
The tampering detection process does not rely entirely on a single detector and hence can be robust in face of missing or 
unreliable detectors. A statistical fusion framework based on Discriminative Random Fields (DRF) to integrate multiple cues 
suitable for forgery detection such as double quantization artifacts and camera response function inconsistency. This detection 
results in individual cues are used as observation from which the DRF model parameters and the most likely node labels are 
inferred indicating whether a local block belongs to a tampered foreground or the authentic background. 
Framework is effective and general - outperforming individual detectors over systematic evaluation and easily extensible to other 
detectors using different cues Applying Discriminative Random Field based methods to incorporate both local-block authenticity 
and inter-block inconsistency measures[6] 
The feature selection techniques, the Independent Component Analysis (ICA), and the Canonical Correlation Analysis (CCA) for 
achieving a more discriminate subspace for extracting tamper signatures from quantization and noise residue features. 
The evaluation of proposed fuzzy fusion technique along with different feature selection techniques for copy-move tampering 
emulated on low bandwidth Internet video sequences, show a significant improvement in tamper detection accuracy with fuzzy 
fusion. 
The processing pipeline once the images or video is captured consists of several stages. First, the camera sensor (CCD) captures 
the natural light passing through the optical system. In digital cameras, every pixel is detected by a CCD detector, and then passed 
through different color filters called Color Filter Array (CFA) 
Enhance the robustness of tamper detection methods.  By examining different feature selection techniques, the Independent 
Component Analysis (ICA), and the canonical correlation analysis (CCA) for achieving a more discriminate subspace for 
extracting tamper signatures from quantization and noise residue features[7] 
The original not being available, it is emulated through the blurred version of the test image. The blurring operation removes 
additive high-frequency disturbance due to certain types of image manipulations to create a version of the untampered 
image.These are extracted from the multiscale decomposition of the image. 
The performance of classifiers with respect to selected controlled manipulations as well as to uncontrolled manipulations are 
analyzed. The tools for  the image manipulation detection are treated under feature fusion and decision fusion scenarios.  
Each feature category has its weak and strong points  manipulation types, and  it is best to select features from the general pool of 
all categories feature fusion .In the second set of experiments with multiple manipulations, it is best strategy was to use different 
types of classifiers experts one per manipulation to fuse their decisions[8] 
The Dempster-Shafer theory of evidence  is an important tool in granular computing and particularly useful in the task of multi-
source information fusion. Central to its application in information fusion is the use of Dempster's rule for combining belief 
structures. Implicit in the use of Dempster's rule is the assumption that the belief structures are independent. In many cases this 
assumption does not necessarily hold. 
The possibility of incomparability in approach can at times involve considerable computational complexity. There may be a 
possibility of incomparability .This problem may be reduced by the fact that the atomic belief structures may be simple and hence 
easy to compare. This approach made use of a weighted aggregation of the belief structures where the weights are related to the 
degree of dependence. While the use of the containment procedure for comparing the information contents of belief structures has 
been greatly extended it still can often result in incomparability between belief structures .Use the sequence that results in a fused 
value that provides the most information, least uncertainty [9] 
 
2.1. Tool Compatibility 
Suppose we have three tools (TooIA, TooIB, TooIC) and suppose that ideally only some combinations of their outputs can be 
expected; for example, itmay be that the presence of the trace detectable by ToolA implies the absence of the trace detectable by 
ToolB and TooIC, so, at least ideally, the three tools should never detect tampering simultaneously. 
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All of these tools aim to check if a certain region of the image has been substituted with one cropped from another image, before 
performing a last JPEG re-compression of the resulting image with quality factor QF2. In particular, ToolA checks if the region 
has been cropped, without preserving JPEG grid alignment, from another JPEG image, that was already compressed with quality 
QF 1; ToolB reveals both if the region has been cropped from an uncompressed image or from a JPEG compressed image (quality 
QF1) but without preserving 
grid alignment; Toole checks if the region has been cropped from a JPEG compressed image (quality QF1) and pasted preserving 
JPEG grid alignment. 
 
2.2. Experimental Setup 
We conducted our experiments on a dataset of 1600 JPEG compressed images by checking integrity of a 256 x 256 region located 
in the center of each image. Among these 1600 images, 800 are kept unmodified and 800 are used to simulate 4 different classes 
of cut & paste tampering. Each class has been designed so that only a single tool (or a pair of tools) is able to detect the presence 
of the manipulation2. Depending on alignment or misalignment of 88 grids of first and latter JPEG compression and on their 
respective quality factors, a specific tool may or may not be able to detect a manipulation (see table I for a brief description of 
each tampering procedure).  
 
3. Conclusion 
According to the principles underlying each tool and to a preliminary experimental analysis we carried out on them. According to 
the assumptions made in each tool has to output a value of detection in [0,1], where values near 
1 indicate a high confidence about the analyzed region being tampered. For TA, this value is obtained using the approach to get a 
probabilistic output from the SVM (training has been performed on a separated dataset); for TB, the detection is taken as the 
median (over the suspected region) of the probability map  for TC, the value of the KS statistics is directly used. 
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