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Abstract:

The DIAMETER protocol is designed to provide an Authentication, Authorization and
Accounting (AAA) framework for applications such as network access or IP mobility
and also intended to work in local Authentication, Authorization & Accounting and
roaming situations.

The Diameter protocol was initially developed by the Internet Engineering Task Force
(IETF) as an Authentication, Authorization, and Accounting (AAA) framework
Diameter was further embraced by the Third Generation Partnership Project (3GPP)
as the key protocol for AAA and mobility management in 3G networks.

The DIAMETER protocol consists of a base protocol, defined in [RFC 3588]
September 2003 and it is obsolete by [RFC 6733] October 2012, and set of
applications (also called extension of the base protocol). The base protocol must be
supported by all applications. The base protocol must be supported by all
applications.
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1.Introduction
DIAMETER is the newest AAA protocol developed in 2001 from the older AAA
protocol RADIUS (Remote Access Dial-In User Service) by the Internet Engineering
Task Force (IETF) as an Authentication, Authorization, and Accounting (AAA)
framework intended for applications such as remote network access and IP mobility.
The DIAMETER protocol was developed to resolve the issues that RADIUS left open.
In new application areas like Wireless Local Access Network (WLAN) and Voice over
IP (VoIP), DIAMETER is better suited and gives better support for roaming users.
DIAMETER is defined as a base protocol used in conjunction with a set of applications.
The Diameter Base Protocol [RFC 6733] contains the basic functionality like reliable
transport, message delivery and error handling. The Diameter applications are extensions
of the basic functionalities that are tailored for a particular usage in a particular
environment.
AAA Framework includes:

e Authentication is the verification of the identity of the entity.

e Authorization is the determination whether the requesting entity is allowed access

to a particular resource.
e Accounting is the collecting of information about resource usage for the purpose

of capacity planning, auditing, billing or cost allocation.

2.1P Multimedia Subsytem
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Figure 1: architecture of IMS
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IP Multimedia Subsystem or IMS is a standardized Next Generation Networking (NGN)
architecture for telecom operators that want to provide mobile and fixed multimedia
services. It uses a Voice-over-IP (VolP) implementation based on a 3GPP standardized
implementation of Session Initiation Protocol (SIP), and runs over the standard Internet
Protocol (IP). Existing phone systems (both packet-switched and circuit-switched) are
supported.

The IMS is the technology that will merge the Internet with the Cellular world. It is
network enables and drives efficient converged service offerings. It is the key to
delivering multimedia services with telecom-grade quality of service across fixed and
mobile accesses. It creates new opportunities for operators who want to deliver
attractive, easy-to-use, reliable and profitable multimedia services — including voice,
pictures, text and video, or any combination of these — with existing services such as
web, email, instant messaging, and videoconferencing available nearly everywhere.

The IMS is based on a horizontally layered architecture, consisting of three layers,
namely, Service Layer, Control Layer, and transport Layer.

(i) Service Layer comprises application and content servers to execute value-added
services for the user.

(if)Control layer comprises network control servers for managing call or session set-up,
modification and release. The most important of these is the Call Session Control
Function (CSCF).

(iif)Connectivity Layer comprises of routers and switches, for both the backbone and the
access network

Device layer consists of user terminal devices like UE (user equipment), PDA, Desktop,

and Laptop which can connect to the IMS network.
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Figure 2: Reference point in IMS
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The reference points namely, Cx, Dx, Sh uses DIAMETER protocol.
Cx lies between I-CSCF and HSS, S-CSCF and HSS.

Dx lies between 1-CSCF and SLF, S-CSCF and SLF.

Sh lies between HSS and SIP-AS; HSS and OSA-SCS.

3.Diameter Protocol Stack Architecture
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Figure 3: Architecture of Diameter Protocol Stack

The above shows the schematic of DIAMETER protocol stack architecture for
application server in IP Multimedia subsystem (IMS).

o Diameter base protocol: The Diameter base protocol provides basic services to
one or more applications (also called functions) that each runs in a different
Diameter instance.

e Basic functionalities provided by base protocol are as follows: reliable transport,
message delivery, Delivery of AVPs, Capability Negotiation, Error Notification,
Accounting, and extensibility via new command codes and AVPs.

o Diameter Client APl (Application programming interface): This acts as the
interface between the diameter base protocol and the diameter application.

o Diameter application: Diameter application is an application specific protocol used

for transfer of application specific functions and messages.
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o Diameter applications are namely as follows: NASREQ, EAP, Mobile IPV4, Credit
Control and other 3GPP interfaces like Cx, Dx, Sh, Ro, Rf etc

4.Implementation Of Diameter Protocol Stack

Implementation begins with the sequence of development of the diameter base protocol
and as well as the corresponding required diameter application protocol. API is another
important development which acts as interface between the diameter base and its
corresponding diameter application protocol.

DIAMETER is application layer protocol comes under TCP/IP protocol suite and it runs
over reliable transport protocols, TCP (Transmission Control Protocol) and TLS

(Transport Layer Security).

5.Flow Diagram
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Figure 4: APl Flow of Diameter Client

6.Diameter Client API
Diameter Client API is used to perform the vital operations carried out in Diameter Core
functionalities and acts as an interface for the Diameter Base Protocol and Diameter

Application.
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6.1.Initialization API
Initialization API used to initialize the DIAMETER Client stack which performs in the
registration of the stack with TCA, allocate the memory for the stack resources and

configuration of the stack.

6.2.Start Connection API
StartConnection API is used for the connection establishment between DIAMETER
client and DIAMETER server which deals with the creation of transmission sockets,

timers.

6.3.Startsession API

StartSession APl is used for the session establishment between the connected
DIAMETER client and DIAMETER server which deals with the creation sessions and
filling details.

6.4.Sendmessage API

SendMessage API is used to send the Diameter message packet in encoded form to
another Diameter Node (Diameter Server) in allotted Connection_ID and Session_ID; by
creating new transaction using Transaction_ID. Flow Diagram of this API is given in

Figure 4.

6.5.Terminatesession API
TerminateSession API is used to terminate the session which has been established
between the connected DIAMETER client and DIAMETER server which deals with the

deletion of sessions and its details.

6.6.Terminateconnection API
TerminateConnection API is used for the terminating the connection established between
DIAMETER client with the DIAMETER server which deals with the deletion of

transmission sockets, timers.
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6.7.Uninitialization API
Uninitialization API used to uninitialize the DIAMETER Client stack which perform de-
registration of the stack with TCA, de-allocate the memory allotted for the stack

resources and configuration of the stack.

7.Result

Snapshots of all APIs are given as follows:

7.1.Initialization Api Successlnitialization API is called with valid parameter value
resulting in SUCCESS of Initialization of Stack.

«++sDIAMETER Protocol Stack For CLIENT:

~----Dianeter Client perforning Successful of Dianeter stack

eparing for Initialization of Dianeter client stack===

ransnission interval alloted is 56600000 icrosec

retransnission interval alloted is 3000009 icrosec

retransuission attenpts alloted is 2

JonnectionbatastructureList which includes 5 nurber of comection datastructures is created successfully in Dianeter stack
kessionbatastructureList which includes 16 nunber of session datastructures is created successfully in Dianeter stack
ransactionbatastructurelist which includes 10 nuaber of Transaction datastructures is created successfully in Dianeter stack

=status of Diaseter client stack initialization

€L 0C Tnit() success
ianeter Client stack initialization is success

with Initi of Diameter client

Figure 5: Initialization API SUCCESS

7.2 .Startconnection API SUCCESS

StartConnection API is called resulting in SUCCESS, whose pre-requisite is
Initialization APl which is SUCCESS; later Unlnitialization is called which is
SUCCESS.

Fii Mar 1

~/Desktop/sowmyaTelDiameter/Code

*DIMMETER Protocol Stack For CLIENT*#++

Dianter Client perforaing Successful StartComection with the Diaseter server

=preparing for Initialization of Diaseter client stack===

ransnission interval alloted is 58909689 icrosec

retransaission interval alloted is 3009869 HicroSeC

retransaission attenpts alloted is 2

JonnectionbatastructureList which includes 5 number of comnection datastructures is created successfully in Diaseter stack
List which includes 10 nusber of session datastructures is created successfully in Diaseter stack

TransactionbatastructureList which includes 18 nusber of Transaction datastructures is created successfully in Dianeter stack

=Status of Initialization of Dianeter client stacke====

el
ianeter Client stack initialization is success

eparing for connecting Dianeter client to Dianeter server
tartComnection :TpcreatesockCom success

atus of comecting Diaseter client to Dianeter server
€l DC StartComection() success

ianeter Client is successfully connected with the Dianeter Server
onnection 10 allotted to the connected Dianeter Client and Dianeter Server is 8

=preparing for UnInitialization of Dianeter Client Stack=
nd retransnission tisers allotted is freed
Transactionbatastructurelist is freed successfully in Dianeter stack
JiessionbatastructureList is freed successfully in Dianeter stack
Jonnectionbatastructurelist is freed successfully in Diaseter stack

atus of UnInitialization of Dianeter Client Stack==
| DC_Untnit success;Dianeter Client stack uninitialization is success

Figure 6: StartConnection API SUCCESS
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7.3.Startsession API SUCCESS
StartSession APl is SUCCESS, and its pre-requisite are Initialization API and
StartConnection API is SUCCESS; later Unlnitialization is called which is SUCCESS.

piations pices sysen HOOE] B @

tata-ims3@tata-imss-desktop: ~/Desktop/sowmyarTelDiameter/Code

View Terninal_Help

[cersesnassnnsasnsnsnsnsnsusns sssGIAMETER Protocol Stack For CLIENTssssssssssssssnsusasssusasss:

a

nt perforning Successful Startsession with the Diaset
reparing for Initialization of Diameter client stack

Jtransnission interval alloted is 50069060 microsec

retransnission interval alloted is 3069608 sicrosec

retransmission attenpts alloted

JconnectiondatastructureList which includes 5 nusber of connection datastructures is created successfully in Diaseter stack
JsessionvatastructureList which includes 16 nunber of session datastructures is created successfully in Diaseter stack
frransactionbatastructureList which includes 10 nunber of Transaction datastructures is created successfully 1n Dianeter stack

Jrel_oc tnit() success
Jpiaseter Client stack initialization is success
paring for connecting Diameter client to Dianeter server
tartcomection :TocreatesockCom successtel b StartComection() success
pioster client is sucessiully comected .
n 10 atlstid to the comected Diameter Client and biancter Server is

Tisieg the scscion beowoon DIoBetor CLLat nd DLasSter screes 1 the Rt acEiiity
et oc starcsession() success,
Jsession is successfully established between Disseter Client and Disseter Server
Jsession 10 allotted to the comnected Dianeter Client and Diameter Server is 6

reparing for Terninating Comection betven Dianecer CLint and piaeter Server—
ich Teads to termination of the sessions allotted to that

Ling ion v
comection ond Tinally comection is Terminatedseerseresers
Jrel_oc_Tercomection) s

Cecston allotted in this Comection and finally comection betveen Dianeter Client and Dismeter Server terainated
successfull SessionId © and ComectionId is o

transnission and retransnission tiners allotts

ransactionbatast ructoreList is freed soccessfully in isseter stack

Ccoiontatastructuretist 1o freed successiutly in Oismecer sack

Jconnectionbatastructurelist is freed successfully in Diameter stack I

rel_oc_untnit success;Dianeter Client stack uninitialization is success

® Inbox - Outlook kb
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Figure 7: StartSession API SUCCESS

7.4.Sendmessage APl SUCCESS

SendMessage API is SUCCESS by sending valid Diameter message parameter, its pre-
requisite are Initialization API, StartConnection APl and StartSession APl are
SUCCESS; sending CER message.

" OB >
Eata.ims5tata:ims5. desktop: ~ Desktop/saumyarTelDiameter/Code

+<BIAMETER Pratacol Stack For CLIENT-

“Giamter CLient perfarming successful seneessage by sending valid DISWETER NESSAGE PACKET to the Disseter server-

on of Disscter <lieat stoc

sted successtaty In Blamser stack

Tramsact LonDatsLruCEAreLLST MPLCh TACLMIS 10 mber of Tronsactioe dntastructures 15 Created Suctesstully in Dlsmcter stack

oL B Init) sucsess
aeter Client stack initd 5 success
jaring for onecting Dissster cLient to Dismeter server =
aricemaction ln\mr.\nmrwnm SuccassTal DU Startcomectiant) success

Clicnt and bisseter server for the next sctivity
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esSiont) sukcess
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for rinit ameter Cliomt Stock =

eaion £ Treea

151 15 1reed successrully in pimeter stack

Fatastructurelist 1s freed successfully in Diametar stiack
[Comactdondatast ruccuraLiss 15 Tread cuccessToly in Dismrter

Jrot bc untnit success piameter cliont stack uninitiatization 1c success I

Figure 8: SendMessage CER SUCCESS
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Figure 9: SendMessage DWR SUCCESS

7.5.Terminatesession APl SUCCESS

TerminateSession API is called resulting in SUCCESS, and its pre-requisite is
Initialization API and StartConnection, StartSession API are SUCCESS; later remaining
APIs are called which all are SUCCESS.

Figure 10: TerminateSession APl SUCCESS

7.6.Terminateconnection AP1 SUCCESS

TerminateConnection API is called resulting in SUCCESS, and its pre-requisite is
Initialization API, StartConnection and/or StartSession APl are SUCCESS; later
terminate the connection and sessions (if present) by TerminateConnection API and later

Unlnitialization is called both are SUCCESS.
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s HDOL] B @ i Mar 15, 1127 Al
tata-ims3@tata-ims5-desktop: ~/Deskiop/sowmyarTelDiameter/Code

Protocol Stack For CL

~-Dianter Client perforaing Successful TerainateConnection with the Diaseter server-------—----

g for of Diameter client

Jeransnission interval alloted is 50006060

retransmission interval alloted is 3989000

retransnission attempts alloted is 2

JconnectiondatastructureList which includes 5 nusber of comection datastructures is created successfully in Diaseter stack
Jsess onvatastructureList which includes 10 nunber of session datastructures is created successfully in Diaseter stack
JrransactionatastructureList which includes 10 nunber of Transaction datastructures is created successfully in Diameter stack

Jret_oc_tnit() success
Ipiaseter Client stack initialization is success

reparing for comeceing planeter cUent to piameter server —

ioncicr clicn 15 suceessrylly comected wifh the paneter serve
Comnection To aLlaties to the fomecied Dismeter Client snd bisneter Server is 0

paring for Terainating Comnection betveen Dianeter Client and Diameter Server
Jret_oc_terconnection() success
Jconiection between Dianeter Client and Dianeter Server terninated successfully; whose ComnectionTd is o

for Dianeter Client
ironsnission en retransniseion tners tetvad 15 frecs
JreansactionbatastructureList is freed successfully in Disseter stack
CessionnatastructureL st is freed successfutly in Disneter stack
onnectionbatastructureList is freed successfully in Dianeter stack
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Figure 11: TerminateConnection APl SUCCESS with TerminateSession Called before
TerminateConnection

nEDOE) B @ o Mar

[Desktop/sowmya/TelDiameter/Code

Terminal e

+DIAMETER PROTOCOL STACK IHPLEMENTATIONS <+ ssssssssssssssrss

Wit I'n Dismeter client

for of Dianeter client
Jret_oc_tnit() success
bianetar Client stack initialization is success
eparing for comecting Disaster client to Disseter server
SuccessTel o ) s
pianeter client is successfully connected with the Diaseter S
omection 10 alltied to the comected Dianeter Client and Disneter server
ioning the Scssion peoreen Diancter cLice and Diancter Server for the next activi
e oc scarcsession() success
Jsession is successfully established between Dianeter Client and Diameter Server
Jsession 10 allotted to the comected bianeter Client and Dianeter Server i

thout calling Terainate Session directly calling Terninate Connection which perforns terminating the session
1 otted to that respective comection and finally comection allotted betueen Disteter Client and Diaseter Server:

eparing for Terwinating Comection betueen Dlaecer Client and dianeer serve
Jret_oc Tercomection() succes
icssion and comection allosted betueen diameter Client o7 Dioseer Server eminated successTully
ssionto an Comectionto values atioeted ore os Totio

onTd 0 terninated successfully
roectiontd o terinated successfully

for u 1 Diaseter Clie

ing nt
o o ominie successioiamerer Client stock vt tostesaeion 1 suceess i

Figure 12: TerminateConnection APl SUCCESS without TerminateSession Called

before TerminateConnection

7.7 Uninitialization APlI SUCCESS

Unlinitialization API is called (having no parameter) resulting in SUCCESS of
Uninitialization of Stack by de-allocating all its resources.

polcatons piaces sysen HDOE] B @ i ar1s,
o) tata-imss@tata-imss-desktop: ~/Desktop/sowmya/TaibiameteriCode

Fle gt View Teminal Help

csosnsssnsnsisnsisssneusss s sOIMETER Protocol Stack For CLIENT=#+sssssssssssssssssssssssssssnssssnssas

-----Diaster Client perforning Successful UnInitialization of Diameter stack

reparing for Initialization of Diameter client stach

transnission interval alloted is 50006000
recransnission interval aloted 15 36ee000

transnission attenpts
ConnectiomatastructyreList which 1ncludes 5 nuaber of comection datastructures s created successfully in Dlaseter stack
JsessionbatastructureList which includes 16 nunber of session datastructures is created successfully in Diaseter stack
JreansactionbatastructureList which includes 10 nunber of Transaction datastructures is created successfully in Diameter stack

f Initialization of Disseter client
Jret_oc_tnit() success
e Client stack initialization is success

=—=preparing for UnInitialization of Diameter Client Stacke=

cronsnission s retransnission tners attoteo s freca
Jreansactionbatastructurelist is freed successfully in Diaseter stack
Secsionotastructurel st 1 freed suecessfutly in Diameter stack
JconnectiondatastructureList is freed successfully in Diameter stack

tatus of Unlnitialization of Diameter client stac

Figure 13: Unlnitialization APl SUCCESS
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