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Abstract:

The motivation behind this paper is to protect the P2P network without using any central component. In this paper we present a
cryptographic protocol for ensuring secure and timely availability of the reputation data of a peer extremely at low cost and
develop a queuing model to evaluate the time required at each peer to serve its replication requests. The open, sharing and
anonymous nature of peer to peer (p2p) network has offered opportunities and threats for the development of distributed
computing technology. One way to minimize the threats is to establish the reputation based global trust model. Reputation based
p2p systems have the property to detect malicious peers using the reputation of the peers providing the resources. A two-party
cryptographic protocol not only protects the reputation information from its owner, but also provides secure exchange of
reputation information between the two peers participating in a transaction.
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1.Introduction

PEER-TO-PEER (P2P) networks are self-configuring networks with no central control. P2P network increases system robustness by
enabling the receiver to obtain data from multiple sources without relying on centralized servers. Peer-to-peer (P2P) computing or
networking is a distributed application architecture that partitions tasks or workloads among peers. Information security applies to all
aspects of safeguarding (or) protecting information or data. It is necessary to protect the information systems against unauthorized
access or modification such as deletion or addition of some part into the information in transit. It is also essential to protect the
information system against the denial of service to authorized users or the specification of service to unauthorized users, including
those evaluations necessary to detect report and counter such threats.

2.The Main Articles Of This Paper Are
A self-certification-based identity system safeguarded by cryptographically blind identity mechanisms.
o A lightweight and simple reputation model.
e An attack resistant cryptography protocol for generation of veritable global reputation information of a peer.

3.Literature Survey

This section briefly reviews some of the existing P2P reputation systems, focusing particularly on the storage and integrity issues. We
start by giving an overview of the reputation systems.

P2P file sharing systems can be centralized, completely decentralized or partially decentralized systems. Centralized P2P file sharing
systems use a centralized directory for enquiring files, while downloading a file is achieved directly between peers. In completely
decentralized P2P systems, all peers have equal contributions and responsibilities. Moderately decentralized P2P systems occupy the
middle ground between centralized and completely decentralized systems.

4.Reputation Models
Resnick et al.defines the reputation system as “a system that assembles, administers, and aggregates feedback about consumers ancient
behaviour.”Pseudo spoofing is the use of the numerous pseudonyms in a System by the same real-life entity. The pitfall is that any
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entity can discard a handle or a sobriquet with which a bad reputation is incorporated and join the system as a new user, under a new
sobriquet. This can possibly nullify the usefulness of a reputation system, which allocates reputations to handle.

PeerTrust allocates the reputation information to a certain node on the network for storage, by applying hash functions. Any peer
looking for the reputation of another peer uses the search mechanism of the fundamental network to search for the information.

The authors of PeerTrust argue that trust models based completely on feedback from other peers in the community are ineffective and
inaccurate. The authors recommend the “degree of satisfaction” of the peer from antecedent transactions and the number of
transactions a peer performs in the system should be justified prior to calculating the reputation of the recommended peer.
Abdul-Rahman and Hailes have proposed another trust model with corresponding criterion. They argue that Bayesian probability may
not be the best criterion for representing degree of trust, because probability is constitutionally transitive while trust is not. In addition,
the reporters provide methods for integrating recommendations and use the context of exhortations and weights to evaluate the
reputations from exhortations.

4.1.Reputation Infrastructure

P2PRep developed by the security group of University” di Milano is a reputation-based system implemented on top of Gnutella. In
P2PRep, a requester finds a list of potential providers, polls the current neighbours of the preliminary providers and takes votes from
them on the goodness of the provider. P2PRep is a highly communication concentrated system because peers do not store state
(reputation info) of other peers. P2PRep makes an inherent assumption that the neighbours of a node will have the eminence
information of the node.

Zhou et al. Propose a bloom filter approach for fast reputation aggregation. They use gossip algorithms to circulate reputation
information in a network. The Gossip-based protocol is delineating to consume dynamic peer joining and departure, as well as to
avoid possible peer collaborations.

4.2.Client-Server (Centralized) Reputation Systems

In the reputation systems depend on the client-server model, the server provides pseudonyms (identities) to users and admit them into
the system. Once register into the system, a requester (client) selects a service provider (server) (from other users) for a given service,
depend on the reputation of the service provider. The requester then acquires a service from the provider. Once the transaction is
finished, the requester gives advice to the server depends upon its gratification level from the transaction.

Xu et al. Have proposed a multilevel reputation scheme which is also vulnerable on a central reputation computation engine. The
authors attack the hard problem of the burden estimate in a p2p system since peers with good reputation get encumbered by
prerequisites. Their strategy allocates trust values to contents and reputation values to peers and authorizes peers at a certain reputation
value to the only approaches content at same or less trust value thereby diminishing the load balancing complication in P2P networks.

5.System Architecture

A peer-to-peer (P2P) network is a type of decentralized and distributed network architecture in which individual nodes in the network
(called "peers™) act as both suppliers and consumers of resources, in contrast to the centralized client—server model where client nodes
request access to resources provided by central servers.

In a peer-to-peer network, tasks (such as searching for files or streaming audio/video) are shared amongst multiple interconnected
peers who each make a portion of their resources (such as processing power, disk storage or network bandwidth) directly available to
other network participants, without the need for centralized coordination by servers.

Peer-to-Peer Model
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5.1.Existing System

The peers in the P2P network have to be discouraged from leeching on the network. It has been shown that a system where peers work
only for selfish interests while breaking the rules spoils to death. Policing these networks is extremely difficult due to the
decentralized and ad hoc nature of these networks. Besides, P2P networks, similar to the Internet, are physically expand over
geographic boundaries and hence are subject to variable laws.

The traditional mechanisms for generating trust and protecting client-server networks cannot be used for purel P2P networks. This is
because the trusted central sovereignty used in the traditional client-server networks is absent in P2P networks. Introduction of a
central trusted sovereignty like a Certificate Authority (CA) can reduce the difficulty of securing P2P networks. The major drawback
of the centralized approach is, if the central authority turns harmful, the network will become unprotected. In the absence of any
central authority, warehouse, or global information, there is no silver bullet for protecting P2P networks.

5.2.Proposed System

In this paper, we explore Reputation Systems for P2P networks a more ambitious approach to protect the P2P network without using
any central component, and thereby harnessing the full advantages of the P2P network. The eminences of the peers are used to
determine whether a peer is a malicious peer or a good peer. Once detected, the malicious peers are repudiated from the network as the
good peers do not perform any transactions with the malicious peers. Ejection of malicious peers from the network significantly
reduces the volume of malicious activities. All peers in the P2P network are recognized by identity certificates (aka identity). The
eminence of a given peer is attached to its identity. The identity certificates are produced using self-certification, and all peers
maintain their own (and hence trusted) certificate authority which issues the identity certificate(s) to the peer. Each peer owns the
eminence information pertaining to all its past transactions2 with other peers in the network, and reserves it locally. A two-party
cryptographic protocol not only protects the reputation information from its owner, but also enables secure exchange of reputation
information between the two peers participating in a transaction.

6.Implementation

In this paper, we consider seven modules.
e Login Module

Active Node in Dynamic root

Group Controller

Trusted Group Members

Data Transfer

Find Group Key

Block Untrusted Users

Login Module

6.1.Authentication Checking

This module examines whether the user is authenticated or not if the user is authenticated then they have the permission to process
further transactions otherwise they cannot access any transaction in this system.

6.2.Registration Process

If the new user to this system first they must registered in the register module after they have continue to process in the system.
Through the registration the user must enter the valid information for create new user name and password if only valid user. Once user
registered after they have permitted user of this system.
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6.2.1.Active Node In Dynamic Route

In our communication group have number of client nodes are interconnected in the server. Each group has the distinct group key for
communication in the group. When a new member enters or leaves the communication group, only it’s indicating for local
subgroup. The each group has distinct group key for communication in between who are in the communication group in that time.

6.2.2.Group Controller

Two types of secrecy are provided by this module they are forward and backward secrecy .the forward secrecy is used to prevent a
leaving user or expelled group member to continue accessing the group communication .the backward secrecy is used to prevent a
new member from decoding the messages exchanged before it joined the group.

6.2.3.Trust Group Members

Our protocol directly addresses the problem of reducing the overload of the group controller. We distribute the multicast
communication group into regional subgroups. Each subgroup is singly managed by a subgroup controller (SGC) like a separate
multicast group with its own subgroup key. Thus, when a member enters or leaves the communication group, it enters or leaves only
its local subgroup. As a result, individual the local subgroup communication key needs to be refreshed and the scalability problem is
greatly mitigated.

Secure Multicasting

SGC Members
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Figure 3

6.2.4.Data Transfer
In our multicast communication group mainly focus on enabling the data transfer among the server and multiple clients in the network
communication..
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6.2.5.Find Group Key

When a new member enters in the communication group then we create a new sub group key for only for its local group as well as
existing member leaves from the communication group after that they don’t want to access the local sub group so it need to be
refreshed.

6.2.6.Block Untrusted User

Trusted users are formed a group. If a new member request to enter in group, the IP Address will be approved. IP address will be
approve with the help of subnet masking, acting as the Class A, Class B, Class C segment of the IP address. If the IP is not suited with
the trusted group then it will not be allowed to enter into the trusted group.

7.Conclusion

Peer-to-Peer networks have previously assumed a fail-stop model for nodes; any node accessible in the network was assumed to
correctly follow the protocol. However, if nodes are malicious and conspire with each other, it is possible for a small number of nodes
to compromise the overlay and the applications built upon it. This paper has presented the design and analysis of techniques for secure
node joining, routing table service, and message forwarding in structured P2P networks. These techniques provide secure routing,
which can be combined with existing techniques to construct applications that are robust in the presence of malicious participants.
Future work Scalability is important for any system; various combinations of this procedure may be used for achieving better result.
The accuracy of the detecting may be improved by preprocess the data before analysis. So in this way there is possibility to the future
enhancements.
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