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Abstract:

Security has become one of the most significant problems in distributing new information. It is necessary to protect this
information while communication over insecure networks. Cryptography and Steganography[7][8] are two major techniques for
secret communication. This paper presents a high security model by combining cryptography and steganography[7][8]
techniques which encrypts the text data and then hides the encrypted data in the robust regions of the image. It will facilitate
secret communication through images without letting the third party get aware of the secret communication. This will take place
in the cover media which will be an image. The data to be transmitted will be encrypted using AES[3][6] and whirlpool[9][10],
the robust regions in the cover media will be extracted using SURF[1][11][12], the encrypted data will be embedded using
LSB[2][13][14] in these obtained regions and then the stego image will be produced. The key for encryption and decryption has
to be same. Thus the system is implemented and the data remains hidden from the intruder or eves-dropper.
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1. Introduction
Privacy and secrecy is a concern for most people during information exchange via any medium. Data hiding is nothing but hidden
communication. It deals with concealing the existence of the message. It is related to cryptography and steganography [7][8] whose
intent is to render messages unreadable except by the intended recipients. Data hiding within cover improves the data security of
critical data that is to be transmitted, thus allowing the parties to communicate secretly and covertly.
The drawbacks of previous systems were that they were not robust and were easy to decrypt.
The proposed framework overcomes these drawbacks. The flow of the system is as follows:
o Applying multilevel encryption using whirlpool [9][10] and AES. Our input key will be encrypted by whirlpool [9][10] and
then used as a key for AES. The data is then encrypted by AES.
e The input image is taken and SURF [1][11][12] is applied to get the robust regions.
e The encrypted data is then embedded in the robust regions of the image using LSB [2][13][14]. Thus stego image is
generated which will be transmitted.
The stego image will hold the secret information and renders it invisible to the other users who are not aware of the secret
communication.
This paper is organized as follows: Section 1l discusses the proposed framework which includes detail description of the modules in
section a, b, ¢, and d. Section I11 presents the workflow the system and finally we conclude this work in Section 4.
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2. Proposed Framework

2.1. AES
The AES algorithm is a symmetric key bock cipher with a block length of 128 bits and support for key lengths of 128, 192, and 256
bits. The AES algorithm is a symmetric key algorithm which means the same key is used to both encrypt and decrypt a message. Also,
the cipher text produced by the AES algorithm is the same size as the plain text message. Most of the operations in the AES algorithm
take place on bytes of data or on words of data 4 bytes long, which are represented in the field GF (28), called the Galois Field. AES is
based on a design principle known as a Substitution permutation network. AES operates on a 4*4 matrix of bytes, termed the state.
The AES cipher is specified as a number of repetitions of transformations rounds that convert the input plaintext into the final output
of cipher text. Each round consists of several processing steps, including one that depends on the encryption key. A set of reverse
rounds are applied to transform cipher text back into the original plaintext using the same encryption key. AES is fast in both software
and hardware.
High-level description of the algorithm
The number of cycles of repetition is as follows:

e 10 cycles of repetition for 128-bit keys.

e 12 cycles of repetition for 192-bit keys.

e 14 cycles of repetition for 256-bit keys.
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Figure 1

o Key Expansion—round keys are derived from the cipher key using Rijndael's key schedule. AES requires a separate 128-bit
round key block for each round plus one more.

e Initial Round
Add Round Key—each byte of the state is combined with a block of the round key using bitwise xor.

¢ Rounds
Sub Bytes—a non-linear substitution step where each byte is replaced with another according to a lookup table.
Shift Rows—a transposition step where the last three rows of the state are shifted cyclically a certain number of steps.
Mix Columns—a mixing operation which operates on the columns of the state, combining the four bytes in each column.
Add Round Key

e Final Round (no Mix Columns)
Sub Bytes
Shift Rows
Add Round Key.
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2.2. Whirlpool

Whirlpool [9][10] is a Cryptographic hash function using block cipher. It works by taking the original message, anything shorter than
2% pytes, hashing scheme, and a block cipher to produce a 512-bit message digest, or hash value, for the input message. The
following diagram depicts work of a whirlpool [9][10] Message Digest.

whirlpool[9][10] came from the fact that even a small change to the original message will produce a vastly different message digest, to
the point that they will appear completely unrelated, making it very strong algorithm. The common uses of whirlpool [9][10] are
password verification, file verification, and digital signing.

Sub Bytes: The Sub Bytes operation applies a non-linear permutation (the S-box) to each byte of the state independently. The 8-bit S-
box is composed of 3 smaller 4-bit S-boxes.

Shift Columns: The Shift Columns operation cyclically shifts each byte in each column of the state. Column j has its bytes shifted
downwards by j positions.

Mix Rows: The Mix Rows operation is a right-multiplication of each row by an 8x8 matrix over:[FE & The matrix is chosen such
that the branch number (an important property when looking at resistance to differential cryptanalysis) is 9, which is maximal.

Add Round Key: The Add Round Key operation uses bitwise xor to add a key calculated by the key schedule to the current state. The
key schedule is identical to the encryption itself, except the Add Round Key function is replaced by an Add Round Constant function
that adds a predetermined constant in each round.

Flow Chart Whirlpool
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Figure 2

2.3. Selecting of the Zones in the Cover Media for Embedding

The modified embedding of the cipher text will be applied in selected areas of the image only. These selected areas will be the robust
interest points in the image. Thus increasing the invisibility of the cipher text being present in the cover object. This will be
implemented using a technique called “SURF [1][11][12]”, speeded up robust feature.

The SURF [1][11][12] techniques is favored in the present work, because of its robustness and high speed that is several times higher
than the SIFT. SURF [1][11][12] has been known, to tackle the problem of point and line segment correspondences between two
images of the same scene or object. The latter in turn can be part of many computer vision applications. The SURF[1][11][12]
approach can be divided into three main steps. First, key-points are selected at distinctive locations in the image, such as corners,
blobs, and T-junctions. Next, the neighborhood of every key-point is represented by a feature vector. This descriptor has to be
distinctive. At the same time, it should be robust to noise, detection errors, and geometric and photometric deformations. Finally, the
descriptor vectors are matched among the different images. Key-points are found by using a so called Fast-Hessian Detector that is
based on the approximation of the Hessian matrix for a given image point. The responses to Haar wavelets are used for orientation
assignment before the key-point descriptor is formed from the wavelet responses in a certain surrounding to the key-point. Therefore,
the SURF [1][11][12] constructs a circular region around the detected key-points. Second, the SURF[1][11][12] descriptors are
constructed by extracting square regions around the key-points. Such a process results in a descriptor of sixty four-length. Fig. 3
shows an example of the detected key-points using the Fast-Hessian detector. Accordingly, the SURF [1][11][12] is exploited in this
paper to calculate the invariant key-points in the cover image. The key-points will be the centers of the regions in which the
information is to be embedded. Depending on the size of the required regions, some points will not be used to avoid any intersections,
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resulted from the very close key-points. To guarantee that the local regions are disjoint, each point should be considered by calculating
the Euclidian distance d. The calculation of the latter should be between the selected points and among all other points in the list.

All d values should be greater than 2 2r as the size of the embedding region is 2r x 2r as shown in Fig. 4.

Figure 3: Example of detected interest points for a Sunflower field using SURF [1][11][12]
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Figure 4: Examining regions to avoid intersections

2.4. Embedding the Encrypted Cipher Text into the Zones of the Cover Media

After the message has been encrypted and the zones from the image detected, the message will be embedded in these found out zones.
Block diagram for SURF [1][11][12]:
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Figure 5

This will be done by the LSB [2][13][14] algorithm.
“Least Significant Bit algorithm”
(LSBI[2][13][14]) by which the least significant bits of the secret document are arranged with the bits of carrier file such as image,

Such that the message bits will merge with the bits of carrier file. The LSB [2][13][14] encoder replaces the least significant bit of
pixel values with the encrypted information bits. The modified picture is now termed as Stego image.
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Thus, we have modified the LSB [2][13][14] algorithm to embed the secret text into the host image.

3. Work Flow

We are developing a system in which we are performing multilevel encryption. The following flowchart depicts the data flow of the
systems at the sender’s side.

In encryption, the input message will undergo multi-level cryptography technique. Initially we select secret message using
AES algorithm by using key that is provided by user. These encryption key first hash with whirlpool [9][10] hash function
and apply AES encryption on secret message.

The modified cipher text will be applied in selected areas of the image only. These selected areas will be the robust interest
points in the image. This will be implemented using a technique called “SURF [1][11][12]”, Speeded Up Robust Feature.
The message has be been encrypted and the zones from the image are detected, now the message will be embedded in these
found out zones. This will be done by LSB[2][13][14] technique, subsequently the LSB[2][13][14]’s of the pixel of host
image interest points will be retrieved and the individual bit of encrypted message stream will be embedded into those
LSB[2][13][14]’s .

The secret message has been embedded, to increase its invisibility and the probability of being detected easily is decreased,
by performing a refinement in the cover image (stego-image).

The neighboring pixels of those selected interest points of the image where the embedding has been done will be modified
according to the concerned point.
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Figure 6 Figure 7

The following flowchart depicts the data flow of the system at the receiver’s end. Here the steps will be performed in the reverse
manner. This extraction of the hidden data from the cover media is called as Steganalysis. Here we will apply it for extracting the
hidden data. This will be done in the following manner as presented in the flowchart.

4. Conclusion

In this paper, a novel data hiding scheme based on SURF [1][11][12] is proposed. Detailed experiment has been carried out and it is
found that our proposed algorithm is able to embed text strings into the color host image. The proposal is initiated by a password
supplied by the user. With the proposed application, text passing in hidden form through digital color image is done in a very efficient
manner. In the encrypted image the embedded text is entirely invisible. The whole embedding process consists of two parts. The first
is encrypting the text string with multi level encryption using whirlpool [9][10] and AES algorithm. The second is data/ secret bits
embedding into the cover image are only embedded in the robust zones selected by SURF [1][11][12] technique. The text extraction
framework is blind that guarantees, except the secret key nothing is needed to extract the hidden text from encrypted image. The 32-
bit secret key and an efficient whirlpool [9][10] hash function with AES encryption ensure high security aspects. Moreover the
implemented application software is extremely user friendly

Here the data hiding is achieved using the characteristic regions of the image while secret binary data is embedded in them. These
robust characteristic regions are relatively limited. The parameters like robustness and payload capacity are at odd with each other. So
attempts to encrypt larger data might slow down the system, so it will sacrifice the computation time.
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For future work, we expect to enhance the proposed scheme. This may be achieved by adopting different data hiding techniques to
embed the data.
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