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1. Introduction 
Automatic personal authentication has become a very important topic though there exists several high level security mechanisms using 
biometric verification. Especially in fields like military security agencies, corporate firms automated person authentication is a 
problem of considerable practical significance. It has numerous applications including automated screening, surveillance, and 
authentication. Most real-life biometric systems are still unimodal. These unimodal biometric systems are faced with a variety of 
problems, noise in sensed data, non universality, inter-class similarities, and spoof attacks. And, it is often not possible to achieve a 
higher recognition rate and attempt to improve the performance of single matchers. In such situations, single recognizer may not prove 
to be effective due to inherent problems. By utilizing a multi-biometric system, these problems can easily be alleviated by providing 
multiple pieces of evidence of the same human subject, thus achieving higher and more reliable recognition. 
 
2. Related Works 
Information fusion is necessary to arrive at unanimous decision with multiple outputs in multimodal biometric system. The individual 
sensors provide raw image data acquired from the person to be authenticated; signal processing algorithms extract the feature vectors 
from the raw data; matching algorithms provide the match data. All these data from multiple sources are aggregated for the decision 
process. Information fusion for a multi-modal biometric verification system can be classified into sensor-level fusion, feature-level 
fusion, score-level fusion and decision-level fusion [3]. A person authentication system developed by Long and Thai [4] is multi 
modal and multi algorithmic.  
The modalities considered in the system are face and fingerprint images. The features are obtained using multiple algorithms such as 
Orthogonal Moments, Zernike Moment (ZM), Pseudo Zernike Moment (PZM), Polar Cosine Transform (PCT) and Radial Basis 
Function (RBF) Neural Networks. With such integration of multi-modal and multi-algorithms, this system minimizes the possibility of 
forge in authentication but the training process is very complex. Nouyed et. al. [5] has developed multiple algorithmic approaches for 
facial authentication based on different Gabor phase feature representations. In the first approach, similarity score having the highest 
classification accuracy is used as threshold of the Gabor filter. In the second one, minimum intra-personal similarity score is used as 
individual subject’s threshold for authentication.   
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Abstract: 
In this paper we propose a multi-biometric system for personal authentication with two biometric traits using image fusion after 
matching.  Regardless of significant advances in the latest years, there are still several limitations derived from utilizing one 
biometric trait. The problem with a unimodal biometric verification system is that since it uses only a single biometric trait it 
suffers from the disadvantages such as lack of universality, interclass variation and sensitivity to attacks which lead to spoofing 
of the authentication system. In order to overcome these shortcomings, multi- biometric systems are introduced. In this paper the 
combination of iris and face biometric authentication system is implemented and analyzed with several matching score level 
fusion techniques. In the system, a dynamic 3D face verification and improved iris segmentation and verification are developed 
and they are fused using sum rule based matching scores fusion technique.  
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3. Background 
 

3.1. 3D Face Matching 
A facial recognition system is a computer application for automatically identifying or verifying a person from a digital image or a 
video frame from a video source. One of the ways to do this is by comparing selected facial features from the image and a facial 
database. In this paper, a method is proposed for three dimensional faces recognition based on local ternary patterns with MLDA 
algorithm. Here, 3D frontal view human faces of are considered. A novel approach for 3D frontal face recognition is proposed using 
local ternary patterns with multi-linear discriminant analysis [MLDA] algorithm. Input images with varying lighting conditions are 
considered. Hence, the image passes through a preprocessing stage prior to the recognition stage. The algorithm developed using the 
fusion of LTP and DOG filter performs well under difficult lighting conditions [2]. 
The fused image is obtained using DOG filtered image and the LTP and face recognition is then performed using MLDA algorithm 
[2]. Since the recognition is performed by taking the fusion of DOG and LTP rather than by taking any one alone, the performance of 
the proposed technique is better 
 

 
Figure 1 Flow chart of the proposed face recognition system 

 
 The image after preprocessing is fed to the face recognition stage. 
 
3.2.  Iris matching 
In this phase, curvlet transform is proposed [1] for image enhancement, after the eye detection and segmentation. We consider the iris 
enhanced image as an input image in Wavelet based contourlet transforms according to their flow- graphs to extract iris features. 
The wavelet based contourlet transformation is used [1] for feature extraction and based on the selected features, adaptive neuro fuzzy 
inference system is used for classification of the system [1]. Then it is compared with the existing samples in the database. 
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Figure 2 Flow chart of the iris segmentation system 

 
4.  Proposed Methodology 
Here, 3D frontal view human faces are considered. The standard frontal pose is required as input for the system. Then the iris image is 
extracted from the face image. The flow chart of the proposed authentication system is shown in Figure 4. Input images with varying 
lighting conditions are considered. Hence, the image passes through a preprocessing stage prior to the recognition stage.  
 

 
Figure 3 Flow chart of the proposed authentication system 
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4.1. Sum rule based matching scores fusion  
Score level fusion refers to the combination of matching scores provided by the unimodal classifiers in the system. This is the most 
widely used fusion approach, as evidenced by the experts in the field. One could think that merging information from the different 
modalities at some previous stage of the system (sensor level, feature level) will provide more effectiveness, but there are several 
reasons that support score fusion, such as conceptual simplicity, ease implementation, practical aspects, etc. But before the fusion step, 
in order to combine the matching scores, we should first normalize these scores. Transforming the raw-scores obtained using different 
modalities to a common domain using a mapping function is called Normalization. There are different types of normalization, Min-
max, median -MAD and z-score [21]. We use the first type Min-max which transforms scores into a common range [0, 1].  
Min-max normalization: Given matching scores {sk}, k=1,2,..,n the normalized scores are given by: 

 
In order to combine the scores reported by the three matchers we use sum based fusion rule.  

 
Where n is number of match scores wanted to be fused and S is the matching score. 
  
5. Experimental Results 

 
5.1.  Performance Measure Of The Biometric Systems  
In this research, the 3D frontal view human face is used as testing and training images. Test images are taken with 3D sensor camera. 
The format is JPEG with 325X480 pixels resolution with RGB colors. The algorithm has run by using Matlab 7.6, on a Pentium 4, 
2.66 MHZ, 3 MB RAM computer. Only one of the input images was used for testing the system, the rest was performed in training the 
system. 
Generally, the performance of the biometric verification system is measured by False Acceptance Rate (FAR) or False Positive Rate 
(FPR) and False Rejection Rate (FRR) or Genuine Acceptance Rate (GAR) [11] [12]. FRR, FAR or FPR, GAR and Total Error Rate 
(TER) are determined as follow: 

 
The main goal of these experiments is to prove that we can design a system that achieves the desired performance or the best desired 
performance when using two or three types of biometrics. But, according to the system security requirements, the system can use the 
three types of biometrics or choosing randomly only two from them and achieve the desired performance. 
 

 
Figure4. Results of 3D face recognition 
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Figure5. Comparison of iris recognition results 

 

 
Figure6. Comparison results of multi-biometrics 

 
 
6. Conclusion 
In this paper, we illustrated the sum rule based; normalized matching scores fusion technique for combining the matching scores of the 
biometrics i.e. face and iris. We show that our system also exhibits an excellent authentication performance and outperforms unimodal 
systems whether we use two or three biometrics. In the future, new methods of fusion and matching will be explored, quality metrics 
and partial-face matching can be introduced.  
 
7. References 

1. T.Karthikeyan, T.K.Sumathi,”An improved identification system using Iris based on curvlet transform and WBCT”, 
International review on computers and software (IRECOS), Vol.9, NO.8, Aug- 2014, ISSN: 1828-6003. 
2. T.Karthikeyan, T.K.Sumathi, “Recognition of 3D frontal face images using local ternary patterns and MLDA algorithm”, 
International Journal of Science and Research (IJSR), Nov-2014, ISSN: 2319-7064 
3. Arun Ross, (2007). “An Introduction to Multibiometrics”, Proceedings of the 15th European Signal Processing Conference 
(EUSIPCO), Poznan, Poland.  
4. Tran Binh Long. Le Hoang Thai, "Hybrid Multi-Biometric Person Authentication System", Proceedings of the World 
Congress on Engineering and Computer Science 2012 Vol I WCECS 2012, October 24-26, 2012, San Francisco, USA, and pp: 
106-111.  
5. Iqbal Nouyed, Bruce Poon, M. Ashraful Amin, Hong Yan, “Facial Authentication using Gabor Phase Feature 
Representations", Proceedings of the International MultiConference of Engineers and Computer Scientists 2013 vol I, IMECS 
2013, March 13 - 15, 2013, Hong Kong,pp.413-418.  
6. Chang, K.I., W., B.K. & J., F.P.(2005). An evaluation of multimodal 2D + 3D faces biometrics. IEEE Transactions on 
Pattern Analysis and Machine Intelligence, 27, 619{624.36} 
7. Maheswari M A.P, Ancy S and Eben Praisy Devanesam.K,” Biometric identification system for features fusion of iris and 
fingerprint,”, Recent Research in Science and Technology 2012, Vol.4,Issue. 6, pp 01-04. 
8. Deepak Kumar Sahu, M.P.Parsai,” Different Image Fusion Techniques –A Critical Review,” International Journal of Modern 
Engineering Research (IJMER) Vol. 2, Issue. 5, Sep.-Oct. 2012 pp-4298-4301. 



   www.ijird.com                                       November, 2014                                            Vol 3 Issue 11 
  

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH & DEVELOPMENT Page 47 
 

9.  Rattani, A., and Tistarelli, M. 2009. Robust multi-modal and multi-unit feature level fusion of face and iris biometrics.In 
Tistarelli, M., and Nixon, M., eds., Advances in Biometrics, volume 5558 of Lecture Notes in ComputerScience. Springer Berlin / 
Heidelberg. 960–969. 
10. T. Sabareeswari and S. Stuwart,” Identification of a Person Using Multimodal Biometric System”, International Journal of 
Computer Applications (0975 – 8887) Vol. 3 – No.9, July 2010. 
11. L. Hong and A. Jain, “Integrating faces and fingerprints for personal identification”, IEEE Trans. Pattern Anal. Mach. Intell. , 
Vol. 20, No. 12, pp. 1295– 1307, December 1998. 

 
 
 
 
 
 


