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Abstract:

In today’s world scenario where life is so quick and fast, communication network is required everywhere. There was difficulty in
setting up a wired communication system, so the wireless communication system came into use. Further, when we talk about the
wireless communication system, it is of two major types, the infrastructural and the non-infrastructural wireless communication
network.

Here in this paper, we are showing the simulation effect of the black hole attack on the AODV protocol using Packet Drop Ratio
and E2E Delay as the parameters.
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1. Introduction
Mobile Adhoc Network is a network of mobile nodes which may or may not be connected via a wire. The connection may be a wireless
connection or a wired connection. In the network the nodes are free to move in the network and communicate amongst them. It is an
infrastructureless wireless network. Moreover, any node in the network can anytime enter or exit the formed network.

2. Network Simulator
The discrete event network system is a set of network elements like routers, links, users and applications. In the simulation of a network there
are various simulation models, namely NS2, NS3, OPNET and GloMoSim etc. One of the most popular network simulators is NS2. NS2.35
is nowadays popularly used network simulator. This tool converts a .tcl file into .tr and .nam files.
The network simulator can be described as a software or hardware that predicts the behavior of the network without the presence of the actual
network.
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Figure 1: Linkage of OTcl and C++ in NS2

The network was created for 50 nodes with the following values for the simulation parameters.
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Routing Protocols AODV
No. of Nodes 50
Simulation Area 1000 x 1000
Simulation Period 1000ns
Connection Type CBR
MAC Type

Tablel: Value of simulation Parameters

3. AODV Routing Protocol

The protocols which specify how the routers communicate with each other are termed as routing protocol. There are basically three types of
routing protocols, namely the On-demand routing protocol (reactive), the table-driven routing protocol (proactive) and the hybrid routing
protocol. AODV is an On-demand or Reactive routing protocol. It is capable for both unicast and multicast routing. This routing protocol
builds routes using route request and route reply query cycle.

4. Simulation Parameters
There are several parameters that can be used for the evaluation of the attack. They can be End-to-End Delay, Packet Drop Ratio, Packet
Delivery Ratio and Throughput etc. Here the simulation is using two of the parameters: The E2E Delay and the Packet drop ratio.

4.1. Packet Drop Ratio

The total number of packets dropped during the simulation is termed as the packet drop ratio.

It can be also termed as the difference between the total number of packets send and the total number of packets received.
PDR= Total no. of packets send — total no. of packets received.

The results are recorded as in the table below:

Time in sec aodv.tr Blackaodv.tr
200 0 22
400 4 18
600 15 24
800 5 14
999 12 17

Table 2: value of the performance of Packet Drop Ratio with and without attack in AODV protocol

4.2. End-2-End Delay
It can be defined as the average time taken by the data packets to reach the destination.
E2E Delay = > (arrive time — send time)
> Number of connections
The results are recorded as in the table below:

Time in sec aodv.tr Blackaodv.tr
200 29.17 23.3
400 35.75 36.68
600 103.72 97.57
800 101.82 81.92
999 122.55 79.04

Table 3: value of the performance of End to End Delay with and without attack in AODV protocol

5. Literature Review

In this section we will discuss some research work that has been already done by various authors.

Jasvinder et al., [8] proposed effects of E2E delay, throughput, network load on AODV in the absence and presence of the black hole attack.
The work is simulated using 45 nodes moving at a constant speed of 10m/sec. It is observed that larger number of nodes affect the
performance of the network using OPNET simulator.

Nital Mistry et al., [16] proposed the improved AODV protocol on NS-2 simulator ver.2.33 using single detection type. Simulation was
performed with 25 nodes and 300s as the simulation time. The result showed improvement of Packet Delivery Ratio (PDR) by ~80% that
lead to rise in end to end delay.

Ravi Kumar et al,. [10] proposed the effects of four parameters, End-to end delay, throughput, Packet Delivery Ratio and control overhead
with different number of nodes taken as 10, 20, 30, 40 and 50, different pause time taken as 0s, 30s, 90s, 120s and 150s, and different
network size. It was simulated using NS-2 (2.34) simulator. It concluded that DSR is better in terms of PDR when network size is less than
600*600 sqg. m. As the network size goes beyond this, OLSR is better in terms of throughput and PDR.

Er. Pragati et al,. [11] proposed the simulation of AODV, LEACH and TORA protocols using parameters: End-to-End delay, Packet Delivery
Ratio and Packet loss on NS-2 simulator. It was concluded that the packet delivery ratio was better for AODV but with the increased number
of nodes, PDF in TORA increased. It was also calculated that average end to end delay increased in TORA as the number of nodes in the
network were increased. Packet loss in TORA increased due to delay.
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Ms. Gayatri Wahane et al,. [1] proposed an algorithm for detection of cooperative Black hole attack. This introduced the concepts of
maintenance of data routing information table (DRI) and cross checking of a node. It was concluded that the proposed algorithm works well
in case of detecting the cooperative black hole attack and ensuring a secure as well as a reliable route from source to destination. The work
was simulated using throughput, average end-to-end delay, dropped packets and packet delivery fraction metrics on NS-2 simulator.

6. Conclusion & Future Work

This paper is about the simulation effect of

Black hole attack in the AODV protocol using Packet Drop Ratio and End-to-End Delay as parameters. The results have been indicated and
recorded using these parameters. There is a gradual increase in the efficiency of the parameters when we analyze the results for the attack in
AODV protocol. The result and analysis of these parameters on TORA protocol are to be measured and analyzed. The work on ZRP, OLSR
and other protocols can be considered as future work.
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