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Abstract:

Several regulatory agencies regulate companies that deal with users' data, but specifically in the UK, they are
regulated by the European Union General Data Protection Regulation (GDPR). The techniques of handling and
processing data, rights of users, sanctions for defaulters, and other regulating clauses are formulated and
implemented by these agencies to minimize the exploitation of the masses. Data regulation and management are
essential because companies managing users' data are expected to handle data with care, caution, and due diligence.
However, WhatsApp (arguably the most powerful instant messaging application in use) has been involved repeatedly
in several cases that compromised the security of its users’ data over the years. The platform has become a prime
target and medium for predators (con artists, fraudsters) with intentions to access users' data (phone numbers, last
seen, live location, and others) for vile purposes. These cases include leaked data that could be used for marketing
purposes, phishing, impersonation, and fraud. This paper highlights recent cases of data security (data leakages) and
privacy policies involving WhatsApp, examining the various issues that threaten WhatsApp users and make them
vulnerable to exploiters, cybercrime, and con artists. It also considers how WhatsApp can protect its users against
vulnerabilities. Also, the European Union GDPR was examined in line with WhatsApp's privacy policy to measure
compliance with the regulation in light of recent data breaches.
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1. Introduction

Social media platforms are fast becoming an effective means of communication globally (Obar et al,, 2015; Miller
etal, 2016; Abdulmohsen et al,, 2021). These platforms have enabled individuals and organizations in various countries to
communicate and helped them build a social network and relations (Obar et al., 2015). Abdulmohsen et al. (2021) assert
that there was a 9% global average penetration increase rate in the use of social media post-covid 19 eras. WhatsApp
(arguably the leading messaging application globally) is presently used by over two billion people across over hundred
and eighty (180) countries (WhatsApp, 2023). The application has helped many people stay in touch with family and
friends anywhere and anytime. The application provides free communication services to its users, with a simple and user-
friendly interface and features that make the platform convenient and essential for users (WhatsApp, 2023). The vitality of
WhatsApp's communication service and the quality of value that it offers users for free is commendable. However, it is also
suspicious, as the company has been involved in several data privacy policy and security issues that have attracted severe
scrutiny in the past few years (Tamori et al., 2018). Cases such as the availability and publicity of users' data on hackers’
forum and the dark web, the outage of the WhatsApp platform for about six hours, formulation of policies that reduce
users' control and choice or denies users the opportunity to opt out, are some of the many challenges that WhatsApp usage
attracts in recent times. In 2021, WhatsApp was fined by the Irish data protection watchdog (Ireland Data Protection
Commission), after which it was also instructed to change its policies (BBC, 2023). The company was fined due to the
investigation results (which lasted for almost a year), revealing that WhatsApp is not transparent enough about handling
user databases. Such data compromise cases have prompted millions of users to seek an alternative to WhatsApp by
switching to other messaging apps, such as Signal, Telegram, and others. This article critically examines WhatsApp as a
company and its users' data security concerning its privacy policies. The vulnerabilities that users' data are liable to,
WhatsApp data security and privacy policy cases, and the European Union GDPR are all explored, focusing on WhatsApp.

2. Overview of WhatsApp

WhatsApp was launched in 2009 by Brian Acton and Jan Koum (former employees of Yahoo) and was later
acquired by Facebook 5 years later, in 2014 (Baulch et al, 2020; Bajaj & Jindal, 2015). According to Sevitt (2017),
WhatsApp is today's most preferred telecommunication application. Generally, WhatsApp enables users to communicate
via sending and receiving pictures, messages, voice notes, videos, and even calls (Baulch et al., 2020). The success enjoyed
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by WhatsApp across the globe cannot be categorically traced to one factor. Some users (especially in rural areas) prefer
WhatsApp to other applications as it allows them to communicate without limitations, unlike some social media platforms
(Tapsell, 2018). According to Pereira and Bojczuk (2018), WhatsApp's appeal lies in its cost-effectiveness as an alternative
to SMS and calls for some users. Urban middle-class users are drawn to its unique features, such as group messaging,
encryption-based security, and privacy.

According to Endeley (2018), encryption is coding text information into scrambled and unreadable characters
through a unique key that only the intended recipient can decode using their unique secret key to decipher the message.
WhatsApp introduced encryption of messages into its features in 2016 to guarantee and cultivate a sense of trust and
security of data in the users' minds (Zanon, 2018). This move follows the attacks on other applications, which led to the
leakage of users’ information that compromised privacy (Zanon, 2018). Some studies assert that communication platforms
that feature end-to-end encryption should be considered safe compared to others that do not have such security features
so that any information can be shared, and there is a guarantee that such conversations are safe (Khazraee & Losey, 2016;
Dencik et al,, 2016; Hintz et al., 2019). Before WhatsApp implemented encryption, the data contained by the WhatsApp
database was vulnerable and could be accessed quickly, which entails a third party gaining complete conversation details.
This motivated WhatsApp officials to fortify data security by encrypting it (Sahu, 2014). However, despite WhatsApp's
end-to-end encryption, the application is still open to some issues that compromise users’ data, which suggests that the
company does not prioritize users’ data security over its profitability, as some users’ data are still sharable to third parties
(Zanon, 2018; Santos & Faure, 2018). Despite the use of end-to-end encryption, which is intended to enhance the security
of messages and call conversations, there remains a possibility of susceptibility to attacks, especially in the event of a
breach on either end of the communication (Wijnberg et al., 2021; Rosler et al,, 2018; Agarwal et al,, 2022). As such,
WhatsApp users may still be vulnerable to data and privacy breaches, as highlighted by previous studies (Rosler et al.,
2018; Dechand et al,, 2019; Seamons, 2022).

3. Review of WhatsApp Data and Privacy Policies

Like every company has a privacy policy related to users’ data, WhatsApp also has its data policies (Gol et al,,
2019). A privacy policy is a system that allows companies to request the permission of users' data and their consent to
some data processing using the data that has been and will be entered into the company's application or website (Gol et al.,
2019). Gol et al. (2019) noted that privacy policies are typically formulated, dictated, or crafted by the service provider.
WhatsApp Inc (2023) acknowledges that its privacy policy aims to inform users about the company's policies and their
data or information usage. This policy gives users an understanding of how their information is utilized, processed, and
protected through a detailed explanation of the measures taken to safeguard their privacy. These policies can be found in
the company's terms of service and privacy policy for all its users.

WhatsApp emphasizes that users' information must be collected for the company to operate, improve support,
and market its services (Zingales, 2017). The data collection process is automatic such that if users are unwilling to
provide the requested information, they cannot access the services they need (Zingales, 2017; WhatsApp Inc, 2023).

The following is some of the information required from users of WhatsApp services and how they are treated in
the privacy policy:

e Account information: In order to use the WhatsApp services, there is a need to create a WhatsApp account which
will require the potential user's phone number, a name, and a picture (WhatsApp Inc, 2023).

e User's messages: Messages or conversations of the users are not retained during the service; instead, they are
stored on the user's device after they have been delivered and not to the company's server (WhatsApp Inc, 2023).
However, WhatsApp will keep user's messages in the following situations:

e Undelivered messages: When messages are not delivered to recipients, they are encrypted for 30 days, after which
they are deleted.

e Forwarding of media: When forwarded, they are stored in an encrypted format on the company's server to
enhance efficiency when forwarded (WhatsApp Inc, 2023).

Some of the following is information automatically collected from every user that uses the services of WhatsApp:

¢ Log and usage information: Information about the user's activity is usually collected automatically, data such as
settings, features used, frequency of service use, calls, status, last seen, etc. (WhatsApp Inc, 2023).

e Device and connection information: Information regarding the user's device is usually collected when installing
and using the application or web-based services. Such information includes the device's operating system, battery
level, mobile network, hardware model, language, time, phone number, etc. (WhatsApp Inc, 2023).

e Location information: Users are usually asked to turn on their locations to serve customers better, especially
when there is a need for troubleshooting or diagnosis; users' IP addresses and area codes from phone numbers
are used to deduce the user's location (WhatsApp Inc, 2023).

e Cookies: Cookies are used to improve the experience of users who want to use the web-based services; this will,
however, require more information from the user; the user's data will be tracked to know how best to serve such
customers (WhatsApp Inc, 2023).

e Third-Party Information: Information about a user is usually garnered from various means. Users can grant third
parties access to their accounts or information on WhatsApp if they so desire the services of such third parties.
Users can grant permission to third parties to access their data, like phone numbers, names, and other
information shared with Whatsapp (Whatsapp Inc., 2023). The company requires that such users have the correct
and such information (WhatsApp Inc, 2023). Also, the third-party information is obtainable from 'user reports,’
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and in such situations, information about the person making the report and the person who is reported is
collected (WhatsApp Inc, 2023).

4. How WhatsApp Uses Collected Information

WhatsApp uses the information gathered directly and automatically from users alongside the ones collected from
third parties for specific purposes. The data are used to provide quality and customized services to users and good
customer service (WhatsApp Inc, 2023). The same information collected from users will also be used to improve the
company's services and test new features that will give users the best experience. Secondly, the information gathered is
also used to provide security to users against harmful activities such as hacking a user's account, spam, and even online
stalking; this is used to verify users' accounts and actions (WhatsApp Inc, 2023). Furthermore, the information gathered is
used to propose business interaction with third parties using features such as catalogs, allowing potential buyers to go
through the goods or services provided by the user's business and place their orders (WhatsApp Inc, 2023). Finally,
WhatsApp pointed out that it has the proper and legal backing to enforce its terms and conditions of service and its
privacy policy on its users and any other affected party and also carry its investigation on any person from whom it
suspects violations against its policies while also protecting the user's right, data and safety (WhatsApp Inc, 2023).

In light of the preceding, Kalyani (2022) alludes that the provision that users’ data can be shared with the parent
company and other subsidiaries as well as with third parties for commercial purposes is a primary concern of every
WhatsApp user who makes use of the “FREE” services because their data could be the actual cost of so-called free services.
However, according to the GDPR of the European Union, service providers should make the processing of end-users data
transparent in a comprehensible way (Gol et al., 2019). In addition, Gol et al. (2019) assert that service providers are
responsible for granting end-users control over their data, and privacy policies should be concise enough to enable users
to understand how their data has been processed and comprehend the policy in its entirety.

5. WhatsApp Data Security and Cases

In the past few years, WhatsApp has faced issues from different user categories regarding its privacy settings and
the security of user data, such as phone numbers. Jurgita (2023) outlines in a news article published on cybernews that an
actor advertises the sales of four hundred and eighty-seven (487) million WhatsApp users' phone numbers on a popular
hacking forum. The database contains data from eighty-seven (87) different countries that use WhatsApp, including the
United States of America, Egypt, Italy, Saudi Arabia, Turkey, France, and others (Jurgita, 2023). The thought that this
information (no matter how insignificant phone numbers are considered) in such large quantity is on sale is disturbing, as
it is detrimental to millions of WhatsApp users and is being sold at a considerable price. It is worth noting that these little
acts, as insignificant as they might seem, have grave consequences. Jurgita (2023) affirms this detriment, highlighting that
minute information like active phone contacts is used for smishing and vishing attacks; thus, the users whose contacts are
on the database are not safe.

In research conducted to verify the validity of the phone numbers, Cybernews network confirmed that the
numbers provided from the database sample were active WhatsApp users' phone numbers. The means through which the
data was acquired has not been revealed. However, such data is obtainable through a hacking process known as scraping
(Wong, 2022). Jurgita (2023) argues that Meta Inc. (the parent company of WhatsApp) has a history of tolerating third-
party scraping activities to access users' data of its services.

In another similar case, this time involving data leaks of Facebook users, including names, phone numbers, and
other personal details, the database of over 530 million people were publicly available (Tidy, 2021; Yadav, 2022; Wong,
2022). This data leak is also detrimental to WhatsApp users as the details include phone numbers likely to be the
WhatsApp numbers of Facebook users, as the social media platform is also owned by Meta (which also owns Whatsapp).
Meta has refuted the allegations of a recent data breach, stating that the data extracted is from an older leakage as opposed
to being the result of a recent attack (Tidy, 2021). However, while Facebook's explanation that the data is from a prior leak
does not explicitly acknowledge that the phone numbers may belong to current WhatsApp users, the probability of this
occurrence remains high, given that Facebook and WhatsApp are both owned and operated by Meta. Additionally,
WhatsApp's privacy policy permits sharing of user data with other subsidiaries, including Facebook (WhatsApp, 2021).

Tidy (2021) asserts that it is worth noting that these details are not just leaked, but they are also published in
hacking forums, making users more vulnerable and susceptible to harm. Tidy (2021) further stressed that issues like this
are familiar to companies with large databases, and it is becoming a trend. Companies should not just continue to say they
have 'fixed the issues' after the data has been leaked because these leaks have an extended impact on users, especially
those who are not cyber-conscious. Thus, appropriate measures should be taken to safeguard users' data and keep them
safe from fraudsters or con artists. Security experts allude that the leaked data are more likely to be used for targeted
attacks on WhatsApp users, highlighting the ripple effects of these cases (Tidy, 2021).

6. Impacts of Data Leaks on Users

The victims of these data leaks and privacy compromises suffer severe losses in various forms, which may result
in regret for such users. Dearden (2022) reports the case of a victim (Sarah Capper) whom scammers targeted due to a
leaked phone number. The victim continued receiving text messages from con artists who requested money after claiming
to be her family member. Some of the messages contained endearments associated with close family members like 'Hello
mum,' 'Hello dear,' 'l have gotten a new number, please save it," etc. (Dearden, 2022). Another victim Zoe Burell was
contacted by an unknown number impersonating her daughter and requesting money after she was asked to delete the old
number and save the new one. Burell did not view the request as harmful, as her daughter had changed phone numbers
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multiple times and had previously borrowed money from her. These messages will look harmless and genuine to someone
who is not used to the tactics of these cyber criminals/ fraudsters or who is not cyber-conscious. The leakages of data have
cost people a lot, even financially. The police mentioned that each person being scammed loses an average of two thousand
five hundred pounds to these con artists (Dearden, 2022).

In reacting to the scam and leakages of WhatsApp users' phone numbers, Karthryn Harnett from WhatsApp said
that any user who receives such messages should do their due diligence by calling or requesting a voice note from the
person sending such messages.

Does WhatsApp trade users' data for financial gains? According to Kleinman (2021), WhatsApp’s updated terms
and conditions (which include giving WhatsApp the autonomy to use their data without prior permission) left users no
option, as they were automatically denied the service of WhatsApp. This denial of service to users who refuse to agree to
its privacy policy is a source of suspicion and concern, considering that the service is rendered accessible. Arguably,
vulnerability and relinquishing rights to data are the price users must pay to use WhatsApp’s services. The users'
immediate response was to seek alternatives such as Signal and Telegram.

Another case that could cause discomforting thoughts for users of the application is the pressure by the
government of countries on WhatsApp to allow them access to users' data. According to BBC News (2021), WhatsApp
claims that it receives pressure from the government in the UK to compromise its end-to-end encryption to open access to
regulating government agencies in instances of investigation. This will make users' messages, shared files, pictures, videos,
and others accessible to third parties.

However, in contrast, WhatsApp criticizes the request, stating it stands against government pressure to
compromise its end-to-end encryption. WhatsApp further stressed that the government is supposed to demand strong
security rather than encourage weak security from tech companies. Issuing a statement in defense of its security,
WhatsApp affirms that the company would stop providing services in the UK if it is required by the government to weaken
the privacy of its encrypted messaging system (Kleinman, 2022).

Meta acknowledges that users' data is being targeted by malicious activities on its various platforms, including
WhatsApp. The company further asserts that certain surveillance firms are engaged in such illicit activities. It is then
plausible to say that users of WhatsApp, despite its end-to-end encryption, are still liable to suffer attacks due to data
sharing to WhatsApp. It is noteworthy that WhatsApp was fined a sum of two hundred and twenty-five million euros
(€225m), an equivalent of one hundred and ninety pounds (£190m) by the Irish data protection watchdog (the second
largest fine issued in the history of GDPR) after which it was also directed to change its policies (BBC, 2023). WhatsApp
was fined because the investigation results (which lasted for almost a year) on the company revealed that it is not
transparent enough about handling users' databases. Also, in 2021, Meta’s key platforms, Facebook, Instagram, and
WhatsApp, suffered an outage, making the services inaccessible for over six hours (Shead, 2021). The company expressed
regret for the outage, clarifying that they were unaware of the cause and reassuring users that no user information had
been compromised. Nevertheless, the company advised users to consider changing their passwords for those affected
accounts (Shead, 2021). Despite all these, WhatsApp maintains that users' chats are encrypted end-to-end. None of its
policies, including the new terms and conditions recently updated, allows for third-party access, except for other Meta
subsidiaries (WhatsApp, 2022).

6.1. WhatsApp vs. EU's GDPR Policy

The European Union GDPR was adopted in 2016 to replace the Data Protection Directive (DPD) to unify the data
protection standards amongst countries and facilitate cross-border data transfer. The GDPR of the European Union is
widely regarded as the most robust framework for safeguarding the privacy and security of personal data about European
citizens, regardless of whether the data is collected within or outside the EU (Voigt, 2017; European Council). The
regulation, which came into effect on May 25, 2018, aims to provide citizens with greater autonomy over the collection,
processing, and protection of their data by organizations (GDPR, 2023).

The GDPR is a policy that guides how individual data are processed; it ensures that companies comply with the
standards set and that any breach of rules is sanctioned. This regulation guides companies that deal with the data of
individuals transacting with them and explains such individuals' rights. This will, in turn, help individuals to be more
aware of their data rights and give them control over their data. The GDPR offers guidelines on how to handle the
following:

Individuals' fundamental rights in the digital age

The obligations of companies processing data

The methods for ensuring compliance with the set standards

Sanctions for companies breaching the standards or rules (European Council)

The GDPR obligated businesses and organizations to take appropriate measures to ensure customer data safety.
Meta’s companies, including Facebook and WhatsApp, have been alleged to have cases of compromise with this law, as
there have been several cases of leaked user data such as phone numbers, locations, and other information that makes
users vulnerable to cyber victimization and scam incidents (Dearden, 2022). However, in one of the statements WhatsApp
released to address the recent six hours outage, the company claimed that they are unaware of the issue and can guarantee
that no users' data was breached or compromised (WhatsApp, 2022). WhatsApp also recently updated its terms and
conditions globally but exempted those living in a country or territory listed amongst the European Region. WhatsApp
Ireland Limited provides services to users within this category. It means that WhatsApp Ireland Limited provides users’
data within this region. Any other users besides those in the abovementioned category are served by WhatsApp LLC
(WhatsApp, 2022).
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Also, WhatsApp was fined by Ireland's Data Protection Commission for violating the European Union's GDPR. This
was because WhatsApp was found guilty of not being transparent in handling its users' data. Sufficient information was
not provided regarding data collection (Bateman, 2021). The Irish regulator who issued the fine has also called WhatsApp
to order by asking it to carry out some remedial actions on its data processing.

Considering the preceding, it is arguable that WhatsApp truly falls short of the policies and provisions of the EU's
GDPR. Hence, it has made provisions to cover these shortcomings through its subsidiary (WhatsApp Ireland Limited),
which will now manage the services of WhatsApp for EU citizens. It is then plausible to say that WhatsApp LLC does not
manage users' data optimally, at least in the context of the EU's GDPR. This is likely a concern for WhatsApp users outside
the EU, as their data will still not be managed optimally since WhatsApp has adopted different strokes for different folks'
approaches. If WhatsApp insists on adopting the GDPR for only EU users, and will not adopt a similar policy for users in
other regions, then there must be some benefits it derives from non-compliance to such standards; hence WhatsApp users
must be aware and not totally trust WhatsApp with sensitive data or even rely on the company for total protection of its
data.

6.2. WhatsApp Users’ Vulnerabilities

The data of the users of WhatsApp Messenger are end-to-end encrypted, as discussed beforehand, which means
that it is limited to surveillance. Still, ambiguous user database exposes it to attack (Bogos et al.,, 2023), and Point (2023)
identified some noticeable leakage in data protection. For instance, Bogos et al. (2023) found that hackers may exploit
users’ vulnerability and feed on their data maliciously simply by sending them a seemingly innocent vCard containing
malicious codes. These hackers use this code mainly to exploit the WhatsApp web, and after opening the file, the attached
arbitrary code runs on the computer and leaves it in a compromising state for hackers to have full access to the user's data
(Bogos et al,, 2023; Point, 2023). The hackers rely on the fact that users of WhatsApp can view any media or attachment,
thereby exploiting that vulnerability.

Bogos and colleagues (2023) assert that the WhatsApp policy for offline backups has created a vulnerability that
allows attackers to obtain encrypted data. In a study on Android WhatsApp forensics conducted by Thakur (2013), it was
discovered that the encrypted database could be extracted using a Universal Forensic Extraction Device (UFED) physical
analyzer. The extracted data can then be organized in a Hypertext Markup Language (HTML) format using Xtract 2.0,
facilitating easy understanding. Conclusively, Thakur (2013) asserts that The Advanced Encryption Standard (AES) cipher
implementation on Android made it easy to access the database, which consists of all the necessary data of the users.
Although this loophole may have been rectified, it still points out that hackers are constantly identifying and researching
means through which WhatsApp users can become vulnerable and exploited.

According to Bogos et al. (2023), WhatsApp utilizes an open and freely accessible protocol called Extensible
Messaging and Presence Protocol (XMPP). This protocol facilitates the exchange of communication between clients and
supports data transmission from one endpoint to another. XMPP is primarily employed for instant messaging and provides
online presence notification during active conversations. Extensible messaging and presence protocol is an open standard
protocol used by WhatsApp in a modified manner that can be operated on mobile devices at low-bandwidth networks
(Bogos et al., 2023). Based on the fact that extensible messaging and presence protocol (XMPP) is an open standard,
therefore giving room to any developer to access the protocol, wherefore creating a server that might affect the other
servers and leaving WhatsApp communication vulnerable (Bogus et al,, 2023).

It is also plausible to state that data ambiguity relatively influences WhatsApp users' data vulnerability. The large
number of users on WhatsApp has created a more extensive database, which, if not adequately protected, attracts more
significant attacks (Bogos et al., 2023). Additionally, the usage policy is also essential to note; the emphasis is on the fact
that it is owned by Facebook, which allows data collection and usage practices. Despite the encryption, Facebook still has
access to the data, which has become a concern for WhatsApp privacy. (Baulch et al., 2020; Bogos et. al., 2023).

7. Recommendations

Mirza et al. (2020) assert that it is not typically advised to save messages on a platform that is not encrypted.
Although WhatsApp has some control to protect users' data, such as security notifications, end-to-end encryption, and
two-step authentication PIN. However, this will not guarantee WhatsApp or the platform's users are safe from third-party
attacks, nor will it resolve the issues WhatsApp faces. This study recommends implementing additional security measures
to address the concerns raised and the limited security checks currently provided by WhatsApp. It also suggests that
WhatsApp should enhance user access control and address communication risks to improve security. Although WhatsApp
operates an accessible model for the services offered to users, we recommend that the company provides free services to
all users and also designs a premium service whereby users can choose their settings, decide to either give permission or
decline the usage of their data, and be guaranteed privacy with their data on the WhatsApp platform.

8. Conclusions

WhatsApp clearly has some limitations and poses some vulnerabilities to platform users. Users may have some
control over their applications’ security and privacy settings. Still, in reality, platform settings are made to safeguard the
platform owner, not the business data of end users. This does not suggest that companies using WhatsApp for
communication and advertising should stop using them. For example, in the case of businesses using WhatsApp for
commercial communication across broader international markets, doing so could cut them off from many clients.
WhatsApp security problems expose companies to potential data breaches, which can have an even more significant
adverse effect on their bottom line. Hence, users are advised to play their part in safeguarding their data by taking
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preventive measures, such as ensuring that the app is always up to date and becoming more cyber-conscious to protect
themselves against cyberattacks such as smishing, vishing, phishing, and the like.
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